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Document Retention, Destruction and Transfer of Client Files

Each agency should have a set of policies regarding documentation, retention, destruction and transfer of client files.  Policies should be crafted to meet the strictest guidelines and/or statutes, federal or state, related to funding and/or scope of work.   

The guidelines listed below are offered after a review of Federal law as well as best practice guides published by The Battered Women’s Justice Project, the Washington State Coalition Against Domestic Violence and the District of Columbia Coalition Against Domestic Violence.    

Documentation

Agencies should have written guidelines on who is to be documenting in the file.  The guidance should include if interns or volunteers are allowed to document and under what conditions, if any. This will vary from agency to agency but it should be consistent inside of the agency.  

For electronic records, there should be protections put in place in the database to ensure that only those allowed to make notes are able to have access that part of the record.  If an agency is using a database to enter in client’s personally identifying information and/or maintain notes, it is imperative that the agency ensure that they own their data and that the database company cannot access the data from their end.  (For more information go to https://www.techsafety.org/resources)

Staff should be trained on how the agency wants information documented in the client record.  For domestic violence files, less is more.  There should not be lengthy notes regarding the survivor and/or their children in the file.  Domestic violence client files are often subpoenaed and in some states may be easier to obtain than client records kept by a counselor or substance abuser counselor. 

Personally identifying information of survivors should never be released without a signed release of information, this includes funders and other service providers.   All information pertaining to survivors served by the program should only be released in aggregate form. 

Retention & Destruction

Agencies should have a clearly written policy that states how long records will be retained and in what manner they will be stored.  For written client information, documentation should be stored in a locked file cabinet.   Electronic records should be password protected with individual staff having their own unique password.  

Agencies may vary on length of time that records are retained as there is no specific timeframe set by FVPSA, VOCA or VAWA.    As there is no guidance provided from the funders, client records should be maintained for the shortest time possible. 

If an agency is providing counseling or substance abuse treatment, those records should be maintained separately and retained for the time period set forth in guidelines and/or statute that applies to them. 

Agency policy should clearly state how and when records will be destroyed and who is responsible for ensuring that this is done in a timely fashion.  Records should be shredded or destroyed in a manner that makes them unreadable.  If an agency contracts with a shredding services, this should be done on site where the shredding can be monitored to ensure confidentiality.   

For electronic records, the system should be set up to purge records from the system at a set point or when activated by a designated staff person.  

Agency Closing and Transfer of Records
The following section addresses some steps an agency can take to ensure proper handling of records and maintaining survivor confidentiality when an agency closes.  First, check your contract.  It may say programs are required to turn over “records” to the funder when they close.  Typically the requirement applies only to information needed for audits and similar purposes and NOT to the actual client files.  

In the case of a voluntary or involuntary closure of an agency, if the agency wishes to transfer the client files to another agency, they must first attempt to notify clients and get time-limited, informed consent to transfer the records.  The clients should also be given the ability to retrieve the records, since records ultimately belong to the service recipient.  

The closing agency could do a public notice about its closing and how service recipients can pick up their files if they want them.  This has dangerous implications unless you have a really thorough system for documenting who you give records to.  You can consider running an ad; “We’re closing.  By x date we are destroying your client records, if you want them you must call so and so at xxx-xxxx.  You will be required to provide proof of identity and legal standing to claim such record. ”   However, this process could be dangerous and would be time consuming.  It potentially allows abusers to show up and claim their kids’ records.  And you would have to redact any reference to other people in claimed files.  

If another agency must take possession quickly, the Executive Director (ED) must take possession her/himself and put the records under lock and key with the ED or Director being the only one who has access.

They should craft a Memorandum of Understanding, with procedures for securing the records (detailing the one person who has access – organizational access isn’t strict enough) at the new location.  The MOU must specify processes in place to ensure staffers cannot have access.  

This process is used under exceptional circumstances only.  The point here is that no matter what happens, transfer to a new organization requires keeping the files secure with exclusive access allowed only.  Policies should then be implemented that address organizational change (ED moves on, etc…).   This responsibility should lie with the ED and be transferred accordingly.

In this case, an attempt must still be made to notify all clients that their records are being transferred and time-limited, informed consent collected from those who can be notified.  

Based on all the other documentation practices we’ve seen from around the country, some states recommend all client records held by the closing agency should be destroyed.  It would be a serious challenge to get a release of information signed by every single previous client to release their records to the new agency, and getting new releases is the only ethical way to justify transferring those records.  
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