[YOUR LETTERHEAD HERE]
Template Policy: 
Confidentiality and Privacy for

Co-Located Domestic Violence/Sexual Assault Advocacy Programs and Partners


Note: Organizations are welcome to adapt these sample materials to fit your needs and the work you do. You may change wording to match the language your organization prefers (e.g., survivor or service participant). Before using this template, be sure to remove all notes in blue and replace [Collaboration Program Name] with your collaborative partnership’s name.
Other documents that you can refer to are “Template Policy on Sharing Physical Space for Co-Located Domestic Violence/Sexual Assault Advocacy Programs and Partners” and “Template Policy on Securing Paper and Electronic Information for Co-located Domestic Violence/Sexual Assault Programs and Partners”
I. Introduction
The partners in [Collaboration Program Name] who are governed by this policy recognize and understand that—
· Appropriate, secure partnering among governmental and non-governmental agencies can enhance safety and privacy for victims of domestic violence and sexual assault.  

· The partners have a common goal of providing access to domestic violence and sexual assault victim services that enhance victim safety and privacy.
· Victim safety and privacy can be compromised by the failure to maintain the confidentiality of client information. 
· Information sharing may increase the effectiveness of service delivery and increase victim safety and abuser accountability when authorized by a victim who is fully aware of the risks and benefits of sharing her/his personal information.
· Each partner continues to maintain its own legal and ethical obligations to honor victims’ confidentiality and privacy.
· Services should be client-centered, with the victims who use the services offered by the collaboration determining when and how their information will be shared among the partners or outside of the partnership, consistent with the requirements of law.
· Each partner agency, every staff and volunteer of each partner agency, and the collaboration as a whole must remain vigilant about maintaining and honoring the privacy and confidentiality of victim information.
· Releases of information should be client-centered to enhance services provided to the survivor and not for the sole purpose of easing the program’s administration.
· The most protective privacy option will always be considered.  Before obtaining a release of information (to meet the needs of a survivor), the partner will determine if there is another way to accomplish the purpose without the advocate or agency releasing the survivor’s personally identifying information.
· Releases of information must be written, informed, and reasonably time-limited.

The partners who are governed by this policy have signed a partnership agreement that defines the roles of each partner and each partner’s obligation regarding confidentiality of victim information.
II. Managing Confidentiality of Information Inflow

(Note:  Another document that you can refer to is “Client Notice of Rights/Confidentiality Form for Advocacy Organizations.”)
A. Information (including personal identifying information such as name, address, and phone number) that victim/clients share with [Collaboration Program Name] is confidential, and can be shared only with a victim/client’s specific, informed, written, consent for release or sharing of confidential information and any mandatory medical or child abuse and neglect reporting requirements.  
B. Information about a victim/client provided to [Collaboration Program Name] from another confidential source is also subject to the confidentiality protections set out in this protocol. For example: If a partner receives the results from a psychological evaluation or drug test, this information will be protected by the confidentiality protections set out in this protocol.
III. Information Collected During the Collaboration Intake Process

(Note: If the Collaboration Program has a centralized intake process, the following guidelines apply.)
A. As part of the initial contact with any client or potential client of the [Collaboration Program Name], the client will be advised of his/her rights regarding confidentiality and privacy.

1. Victims, upon request, may review their file information held by the central intake of [Collaboration Program Name], including any identifying information. 
2. Victims will be informed about security and data sharing policies.  
3. Victims will be informed about the process to inspect, edit, remove, or correct their data/records.  
4. Victims will be notified that they can opt out of providing identifiable information.  

B. Collaborating partner agencies may maintain their own strong confidentiality protections, but information collected through any sort of centralized entry system is inherently more vulnerable to security risks and legal subpoenas. [Collaboration Program Name] staff and volunteers will collect minimal central demographic information and information regarding what services the victim/client requests and uses. Minimum central demographic information includes gender, age or age range (NOT date of birth), ethnicity, number of children, types of services requested, and types of services provided.
C. [Collaboration Program Name] will perform regular audit data trails to examine data queried and user access in any central intake system.

D. To best protect confidentiality, [Collaboration Program Name]’s central intake will be staffed by domestic violence or sexual assault advocates whose communications may be protected by local, state, and federal confidentiality laws and policies.     

E. The staff or volunteers of [Collaboration Program Name]’s front desk/intake process will not record intimate details of a victim/client’s life story in any central files or records. If victim/clients share more information than requested, staff and volunteers will not document this information in any central electronic or paper files. 
F. Different professionals within [Collaboration Program Name] have different levels of confidentiality and privilege.  A professional who has greater privilege or confidentiality protection may obtain more detailed information from a victim/client, but if that professional shares the information with another partner, through a database or otherwise, the privilege might be voided.  

IV. Intake, Assessing Interest in Services, and Safety Planning

A. All partners of [Collaboration Program Name] will identify which partner organizations and staff roles are required by law to maintain confidentiality and/or privileged communications with victim/clients, and the extent of such confidentiality and privilege protections.  
B. If the [Collaboration Program Name] has the capacity to immediately assign an advocate who is required by law to maintain confidential and/or privileged communications with victim/clients, that advocate may conduct a more thorough and personal assessment with a victim/client about services needs.  Regardless of whether or not a more extensive intake conversation takes place, the information documented in the [Collaboration Program Name] central files should remain limited to only minimal demographics and services requested.
C. More extensive intake information might be documented by individual partner agencies, after the victim/client has given consent. That information will remain protected by that agency’s confidentiality policies and practices, unless the client specifically, in writing authorizes the sharing of that information between partner agencies.
D. Victim/clients will be given the option to opt-out of having their information recorded in a computer.  If victim/clients choose not to have their information recorded electronically, they will still be provided services.
E. Note:  As a general rule, unless the partner is a law enforcement agency, video-taping and audio taping of conversations should be discouraged.  If [Collaboration Program Name] needs to use video or audio taping to enhance security or for teaching purposes, victim/clients will be informed prior to any audio or videotaping of their conversations with staff or volunteers of [Collaboration Program Name] and its partner agencies and will be offered the option to opt out of participating in any such recorded conversations (unless the recording is being made by law enforcement.)  If a law enforcement agency uses video or audio taping, regular policies and procedures of their agency should be followed.
V. Protecting Confidentiality While Collecting Victim Information

A. Computer monitors will swivel to prevent others from accidentally or intentionally viewing confidential information on computer screens.  When working with a victim/client, the monitors can be turned to allow the victim/client to see what is being typed. Password-protected screen savers are encouraged as an added layer of security whenever users leave their desks. 
B. There will be a clear physical separation between [Collaboration Program Name]’s administrative process and any entity which has donated or rented space to the [Collaboration Program Name].  If other entities have physical access to the [Collaboration Program Name], the [Collaboration Program Name] will clearly document how paper records, computer records, and all other victim information will be protected.
C. If a victim’s/client’s name is included in the [Collaboration Program Name] central intake, it must be voluntary, pseudonyms will be allowed, and full names will be purged within 24 hours.  
D. A victim’s name will not be attached to a victim’s/client’s file beyond that particular [Collaboration Program Name] visit. Names will simply be used to make the client’s visit that day more personal.  
VI. Managing Confidentiality of Information Outflow

Note: The following procedures are recommendations for when information is requested from the Collaboration Program partners.
A. In order for confidential victim/client information to be shared between [Collaboration Program Name] and one or more partner agencies, the victim/client must give voluntary, informed consent by signing a written, limited release of information form.

B. [Collaboration Program Name] will use limited release forms. A limited release form is one that authorizes information sharing for only a limited time period and allows for verbal withdrawal of consent by the client at any time.  
C. In order to ensure that victims/clients are truly giving informed consent, release forms from other agencies or forms that contain blank lines will not be accepted. At [Collaboration Program Name], victims/clients meet with appropriate staff/volunteers to ensure all options are fully explained.  To help prevent anyone from later altering the form, any blank lines on forms must be “X’d” out before the victim/client signs any release. Release forms will be signed and dated in ink. 
D. Limit sharing of intake information with [Collaboration Program Name] partners:

1. If information is going to be shared, the central intake system of [Collaboration Program Name] will function as a one-directional system, where information is shared only with agencies chosen by the victim. Information from the chosen agencies should not be sent back to the intake database or shared between additional agencies without the explicit, written, time-limited consent of the client.
2. A victim/client may request that any information already completed on paper be copied so that the victim can choose to provide paper copies to partner agencies.

3. If a victim would like limited intake information shared with one or more partner agency, the individual partners will not be told about other partners the victim is choosing to access, unless specifically authorized by the client.

4. Limited, non-personally identifying demographic information can be shared without an explicit, written, time-limited consent if it is certain to not identify the victim/client.

E. Limiting access to central [Collaboration Program Name] information:
1. With the exception of individuals who are responsible for staffing [Collaboration Program Name]’s front desk and any associated central intake processes, the staff of partner agencies will not have general access to the central intake records with names attached to them, unless authorized by the client. 
2. Since even demographic data can be identifying if someone knows the date of visit and demographic details of a victim, the central intake system will have limited access.  If [Collaboration Program Name] allows partner agencies and other non-intake staff or volunteers to access the central intake system, the data system will have an audit trail that records all access and queries of the central system by individual users. An audit trail can provide information about who has used the system and for what purposes and can also show how well confidentiality protocols are being followed.
F. Limits on sharing [Collaboration Program Name] victim client information outside of the collaboration program:
Note: The following procedures are recommendations for when information is requested of the Collaboration Program partners from outside the collaborating partnership (non-partner).

1. [Collaboration Program Name] will not give confidential victim/client information to any non-partner except non-identifying demographic information which may be provided to evaluators and auditors to evaluate the effectiveness of [Collaboration Program Name].
2. If any victim/client referrals to non-partner service providers are warranted, such referrals will be made in a way as to preserve confidential victim/client information.  For example, referrals to partner and non-partner providers can be made by giving the client the contact information of the provider so she can contact the agency directly.
3. In order for confidential victim/client information to be shared between [Collaboration Program Name] and one or more non-partner agencies, the victim/client must give voluntary, informed consent by signing a written, limited release of information form.

G. The [Collaboration Program Name] and its partners should identify a “confidentiality monitor” whose job it is to review the partnership operation and identify areas where confidentiality can be strengthened.  The responsibilities of the “confidentiality monitor” should be to:

1. Evaluate information flow.

2. Evaluate [Collaboration Program Name] partners’ roles and their individual confidentiality requirements.

3. Evaluate [Collaboration Program Name]’s own obligation to maintain confidentiality.

4. Ensure confidentiality releases, acknowledgements/agreements are signed.

5. Know what resources are available to evaluate confidentiality questions (e.g., attorney general’s office, consultants, state coalitions, or other national experts on confidentiality such as NNEDV
6. Provide for periodic training and evaluation of confidentiality practices.

7. Initiate the (choose one: semiannual/annual) confidentiality audit.
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